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Reflectiz Dedicated Dashboard for PCI DSS v4

The new PCI-DSS v4 has already started to take effect and includes multiple changes and new
requirements. You must achieve full PCI DSS v4 compliance by Q1 2025.

Introducing Reflectiz's PCI Dashboard
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As an associate participating organization in the PCI Council, Reflectiz collaborates
closely with leading Qualified Security Assessors, ensuring continuous compliance
by promptly updating our dedicated PCI dashboard with any future changes to
PCI DSS.

Discover more about Reflectiz's capabilities in mitigating risks associated with external exposures, and
safeguard your websites from the imminent threats within your web ecosystem.



Introducing Smart Approval Mechanism
for Better Compliance

Multiple Payment Page
4 Management

Websites with multiple payment pages
can now easily select the specific page
they want to work on, as shown in the
image below. This functionality ensures
that each payment page receives its
own approval and justifications.

6.4.3. Scripts Accessing PCI Data 6.4.3. Scripts On Payment Page 11.6.1. Domains

11.6.1 Header Changes

Scripts & Domains Approvals
and Justifications )
Approve and justify individual
scripts as stated in the 6.4.3
and 11.6.1 guidance.

Approve and justify all changes in
domains connected to scripts in the
payment page as part of the 11.6.1
requirement.
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PCI Case Study |

Challenge Solution

A major US insurance company needed to comply with  The company implemented Reflectiz's PCI dashboard
the new PCI DSS v4.0 requirements, specifically 6.4.3 to streamline script monitoring and approval during a
and 11.6.1, which, as we've noted, mandate rigorous two-week period.

monitoring and management of payment page scripts.

The company had:

2 payment pages

Approximately 60 scripts across both pages

Results Breakdown:
Feature Traditional Reflectiz Time Saved 21 scripts were identified as changed
Method r .
within the two-week period:
Script Changes . Automatic o
Identified Manual Review Detection 90% Approved by Reflectiz based on

. . 19 predefined whitelisted behavior
Manual Review & Automatic Approval

Script Approvals 100%

Justification (Whitelisted Scripts)

Exhibited a minor change in

Script Manual Review & Easy Approval 100% 1 truct il Ig ified

Investigations Justification (Clear Functionality) page structure, easily classite
for manual approval.
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due to potential access to
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Key Takeaways:

Reflectiz identified a significant
number of script changes (30% in just
two weeks) highlighting the need for
continuous monitoring.

This case study
demonstrates

the efficiency and
effectiveness of Reflectiz
in managing script
changes and ensuring
PCI DSS compliance.

Projecting this data onto a larger
scale (8 payment pages), Reflectiz can
potentially save the company from
reviewing and approving 40 scripts
every week.

By automating approvals and minimizing manual effort, Reflectiz reduces the risk of
human error and streamlines the compliance process. This translates to significant
cost savings and a smoother path to passing PCI audits.

Reflectiz PCI solution is Enable your security teams with immediate

. real-time visibility into what's happening on your payment
exe_c"'ted re_mOter ‘f\"th pages to always stay in compliance without adding heavy
no installation required resource investment to the mix.
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